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ABSTRACT 

Oil and gas industry is inherently risky; filled with constant volatility, uncertainty, complexity and 

ambiguity.  Hence, more than any other industries, risk management is imperative.  Risk 

management which mainly involves predicting the unpredictable of known unknown and unknown 

unknown, can be treated as an essential element for creating, protecting and sustaining enterprise 

value in terms of cost, time and quality. However, despite existing efforts to institutionalize 

systematic risk management within oil and gas industry, the application is still limited.  Given such 

limited application, oil and gas companies are a risk of value loss due to amongst others failure in 

project deliverables due to cost overruns, delays and sub-standard performances. Therefore, this 

research aims to investigate the current practice of risk management in the Malaysian oil and gas 

industry towards strengthening organizational resilience through sustainable value creation and 

protection. The research expands on existing research on Value-Enhancing ERM and Business 

Performance Enhancing ERM frameworks. Findings and recommendation from the study which 

will tap into current Malaysia Oil & Gas players are expected to be of novelty use to the companies 

in charting their strategy and plan to create, protect and sustain enterprise value.  
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1.0  Overview of Global Oil & Gas Industry 

 

James Young discovery in 1847 had started the modern history of the oil and gas industry. In the 

discovery, he distilled natural petroleum seepage into light thin oil used in lamps and thicker oil 

used in lubrication. Subsequently, the formation of major oil companies in the late 18th and 19th 

centuries continue to dominate the industry today. The 20th century was marked with structural 

changes in the industry with the transition of market influence from generally oil-consuming areas 

to oil-producing countries. Organization of the Petroleum Exporting Countries (OPEC) was then 

formed in 1960 by Iran, Iraq, Kuwait, Venezuela and Saudi Arabia in response to multinationals 

in the ‘Seven Sisters’ including ExxonMobil, Shell and BP, which operated from oil-consuming 

countries. After the energy crisis of 1970, the 1980s saw a major surplus of oil. Production of 

petroleum peaked in the 1970s, resulting in a sharp rise in the price of oil and a subsequent fall in 
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demand. During this glut, oil-producing countries suffered, with OPEC struggling to maintain high 

oil prices by lowering oil production. As an oil producer, the Soviet Union's collapse can also be 

attributed in part to a loss of influence. The glut went on for six years, with oil prices gradually 

recovering in 1986, but a similar oil surplus began in 2014 and continues to impact global oil 

prices. 

OPEC now has 15 member countries, accounting for about 44% of global oil production 

and 81.5% of world oil reserves. In recent years, changes in supply and demand, advances in 

technology, and changing legislation have dramatically changed the oil and gas industries.  These 

system changes have had a profound impact on the oil industry. Structural changes also have an 

effect on the gas industry, which has been plagued by imbalances in supply and demand for years. 

Deregulation has intensified competition in the marketplace, and the industry is struggling to adapt.  

Upstream producers on the unprofitable side of the oil cost curve are either structurally 

improving productivity, diversifying or folding their portfolio.  Low-cost oil-producing nations 

will focus on encouraging industry to invest locally through policy incentives, but also on 

diversifying their economies to a post-peak demand world.  Low expenditure on capex would 

directly impact the services industry, especially those providers that are not in the top quartile or 

well-placed geographically. The refining sector could be at risk of systemic underuse due to fixed 

capacity, leading to further resource rationalization, particularly in Europe.  Notwithstanding 

competition from renewable energy sources, the oil and gas industry continues to thrive today, 

although in a more uncertain environment than ever due to world events. In essence, oil and gas 

industry is inherently risky, volatile, uncertain, complex and ambiguous. 

 Malaysia's first oil and gas exploration began over a century ago, with Shell drilling the 

first oil well in 1910 in Sarawak, East Malaysia.  The law of 1966, which regulated oil and gas 

operations in Malaysia internally, namely the Petroleum Mining Act, granted Shell and Exxon the 

right to explore and produce rights in exchange for the government's royalties and tax payments. 

Nevertheless, very soon the government saw the strategic value of having more leverage over its 

hydrocarbon resources, so the Petroleum Development Act (PDA 1974) came into being under the 

auspices of its New Economic Policy. 

With this Act, a fully-owned government entity was created with exclusive rights to all of 

Malaysia's oil and gas resources–and therefore PETRONAS was born. PETRONAS has since 

developed leaps and bounds, expanding beyond the borders of Malaysia and eventually becoming 

the only Fortune 500 Company in the country.  It now holds 23.2 billion barrels of oil equivalent 

(BOE) in the region, with another 10 billion BOE abroad, backed by a deliberate strategy to add 

value to national resources and carefully increasing alliances internationally. 

Malaysia has the 25th world largest oil reserves and the 14th largest gas reserves.  The oil 

and gas industry's contribution to the Malaysian economy is significant at about 40% of the 

country's total revenue. Malaysia's government collected direct and indirect taxes of RM 34.4 

billion in 2012 from O&G. The company reported sales of RM329 billion in 2015 and is therefore 

considered one of the main pillars of Malaysia due to the contribution of O&G industry to the 

Malaysian economy. After electrical and electronic products, crude oil, condensates and gas were 

the second largest exports, contributing 20 percent of the country's gross domestic product (GDP).  

PETRONAS itself added a whopping RM 881 billion to the government's coffers. 

Nevertheless, with Dated Brent rising to US$ 86 per barrel in early October from US$ 67 

per barrel at the beginning of the year, 2018 saw increased volatility in oil prices. Brent fell by 

30% to US$ 57 per barrel in early December due to the over-supplied market. Nonetheless in 2018, 

generally the actual level of activities performed are as projected.  Greater market volatility is 
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expected to persist beyond 2019, mainly due to the technology advancement in 21st century, many 

companies faced myriad of risks, such as internet, complex financial instruments, global 

competition, deregulations, downsizing, and the consumer demands are some of the major risk 

factors in an organizational environment. O&G involves many types of risk and most are exposed 

to risks such as government policies, environmental hazards, operational conditions, sustainability, 

and business challenges. These risks need to be effectively managed, or they will have a huge 

impact on the company's value creation, protection and sustainability. 

 

1.2 Significant Issues of ERM in O&G 

Risk management is a key component of modern business operations and is focused on hazard 

recognition, evaluation and mitigation. The risk to any company varies depending on the physical 

location, structure of the organization, culture and discipline. Components of risk management can 

be customized to the needs and requirements of a company that takes into account the business 

structure and inherent risk (Purdy, 2010). By nature, the oil and gas industry is important for any 

country and the nature of the risks is complex and complicated. These threats are of a relatively 

serious nature in the oil & gas industry and their effect is devastating and can cause extreme harm 

to the core goals of the business. 

It therefore requires comprehensive risk management techniques (Ezuma, 2016). The 

country's current financial crisis has adversely affected the oil and gas sector, causing a sharp 

decline in market prices. Almost all businesses in the Oil & Gas industry are aware of the criticality 

of risk management and have some kind of risk management models or structure implemented to 

avoid the aforementioned risks, but functional or operational risk management does not guarantee 

a hazard-free environment. A comprehensive risk management process work is required to track 

all risks and their impact on the company's strategic goals. 

The emphasis is moved from well-known financial or operational risk management to 

strategic risk management and corporate-level implementation of risk management. Frigo, 2011 

highlights the need to connect risk management with strategy in a highly uncertain setting. Gate, 

2012 announced that ERM is being implemented by companies around the world to recognize and 

manage risks. Since corporate risk management (ERM) spans organizational, financial, initiative, 

tactical risks and strategic goals. This provides a comprehensive method for identifying, 

evaluating, prioritizing and minimizing these risks. Different risk management systems are being 

developed by various bodies.  

First, the purpose of this paper is to explain the effect on the oil & gas industry of corporate 

risk management (ERM). The paper will address the resilience strategy program that includes a 

concrete plan to reduce the risk of exposure to natural gas companies that impact the internal 

culture and the external environment. Because the Oil & Gas companies are vital to the growth of 

the planet, this paper will expose the efficacy of corporate risk management from the senior 

management desk. Hence, the ERM systems to control for risk management is to provide safety to 

employees, as well as, the oilrigs and to be aware that catastrophic events happen to the company 

and when it does it damages the reputation of the brand name.  

Oil & Gas companies often tend to have a common theme of ignoring infrastructure 

problems, while the ERM officer may become complacent with the internal culture within the 

company. When this occurs and operational risk becomes a problem because both the data 

management system and intellectual property are impacted by market risk. This impacts both the 

method of data management and intellectual property. More specifically, these are the current 
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senior management issues that need to focus their efforts on sales, operating risk, and competitive 

targets that add to the risk exposure issue as they are overloaded with responsibilities. 

These are issues discussed in the boardroom about the absence of a Chief Risk Officer 

(CRO) who ought to have a position at the top of the table due to the ongoing risk in the oil & gas 

industry. Increased discussion of the concepts of risk management understanding as the front line 

of defense is taking place (Lam, 2014) In addition, risk management requires decision-making, 

learning to understand what can not be avoided, and being prepared to respond to limited amounts 

of harm when it happens and providing the appropriate resources to restore the problem. 

Second, the British Petroleum Corporation (BP), a supplier of Oil & Natural Gas, 

concentrated its attention on evaluating BP's resilience to credit risk, market risk and operational 

risk plan and since BP spilled oil on 20 April 2010 causing an explosion at its offshore drilling 

site, known as Deepwater Horizon, in Mexico, resulting in the deaths of 11 employees and spilling 

oil into the atmosphere. This incident resulted in the Gulf of Mexico dumping 5 million barrels of 

crude oil (Lam, 2014). As a result, this oil spill caused major damage to the sea and land, and the 

dominant oil industry collapsed economically causing unprecedented biological misery.  

In fact, this was considered a huge disappointment in the ERM campaign to provide 

significant damage to the reputation, creditability and company profile of risk management. 

Although this event took place in Deep-water Horizon, a BP Oil Company-owned rig that failed 

to respond properly to the oil spill in international waters off the Gulf of Mexico's coast. In the 

future, when a crisis occurs (Motel, 2015), it will be checked for ERM strategies and other risk 

management principles relevant to effective risk deployments. 

According to Lam (2014), however, he claims it was a freak accident because BP, who 

used state-of - the-art equipment but was unprepared because of the failure of low-level 

management to report the incident when it happened, lower management relied on their men's 

instinct and judgment. Yes, BP concentrated on constructing and refining oil & gas, but they lost 

focus on the real need for a risk officer, on-site and BP should be legally and financially responsible 

to all concerned for this accident. Furthermore, in the oil industry, it is well known that BP 

continued to take excessive risk of cutting costs rather than being concerned with quality control. 

Moreover, many of the profiles in risk management has been characterized as ‘Black Swan' event 

happening sudden random disaster (Sherwood, 2013). 

Second, a state-owned oil & natural gas company, Petrobras Brazil supplies global oil to 

consumers. There is also a risk management policy to help minimize losses from risk exposure as 

they can quickly identify threats and determine high-risk levels at a dime decrease. Especially 

when operational risk, credit risk or operational risk is out of reach using WolfPacSolutions.com's 

new risk management tools for all types of danger. Since the Petrobras debacle of 2016, they are 

now using WolfPacSolutions.com, a platform that can offer risk management solutions through 

the cloud for immediate advice, vendor tracking, and business continuity (Anderson, 2016). 

The journalist states that Mexico has a state-owned oil company called Pemex, which poses 

a risk to suppliers and investors due to Mexico's political problems. Moreover, due to the problems 

they face with greedy politicians, Petrobras is a continuing crisis with government officials in a 

much deeper predicament jogging for absolute control over Petrobras. Most of the abuse comes 

from Petrobras ' board of directors, which triggers the official detention of the CEO to increase 

suppliers ' risk. There is trade credit risk, insurance fraud claims from suppliers and credit losses, 

as well as, Eurasia Group has marked Brazil as one of the top 10 global risks of 2016 (Anderson, 

2016).  
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However, state-owned oil companies are not only based in Mexico and Brazil, but they all 

have state-owned oil companies in Russia, Angola, Venezuela, Ecuador and Nigeria (Anderson, 

2016). The ERM is therefore primarily dependent on the process of risk management, risk appetite, 

and senior managers ' main goals are a gradual process that provides value when risk is controlled. 

This leads to an execution plan that aims to define key success factors as a task list for realistic 

adoption by oil and gas companies. In fact, it is widely recognized that the Oil & Gas industry is 

extremely diverse and complicated for any country danger (Motel, 2016). 

Fourth, almost all organizations were properly informed about the criticality of risk 

management and developed a risk management model as a mechanism for linking management to 

a viable strategy for establishing a hazard-free environment (Munir, 2018, P. 38). In addition, this 

study explores the concept of ERM implementation and the proposed system in Malaysia's Oil & 

Gas Company. Next, this study examined income growth, capital cost reduction, and the 

enhancement of shareholders interest a sample of Malaysian oil & gas companies. The result was 

relevant to the company in the collection of data from questionnaires and interviews with structural 

issues regarding organizational risk management. The results showed a positive significant 

relationship between corporate risk management and business risk, market risk, political risk, 

health, safety, environmental risk, and business performance (Annamalah, Raman, Marthandan, 

and Logeswaran, 2018). 

As a consequence, a complaint made by board members and senior managers is that they 

are unable to see the forest trees. However, because organizations have built an ERM dashboard, 

they have access to board members and senior managers who can answer questions that will help 

them see the level of risk exposure that provides access to risk information for real-time scenario 

analysis (Lam, 2014, P.449). Furthermore, corporate risk management (ERM) in the oil & gas 

industry is geared towards improving performance and productivity, ensuring that they cover 

different types of risk exposure when it begins to overlap, as corporate risk is a proven solution.  

O&G organizations are therefore using the COSO model as an efficient tool to relate the 

application of ERM to policy, culture and improve corporate governance, as well as a framework 

to tackle new challenges. In fact, the ERM is known as one of the most important reasons that the 

COSO Enterprise Risk Management method ensures that any mishaps are avoided (Munri, 2018). 

Fifthly, it is in direct compliance with the objectives of risk management (Annamalah, 

Raman, Marthandan and Logeswaran, 2018). Therefore, fully integrated O&G firms such as 

British Petroleum (BP) and Royal Dutch Shell own their oil rigs, the pumps, the oil from the field, 

the ships carrying the oil, the pipes through which the oil infrastructure and distribution networks 

are responsible for controlling risk management hence ensuring resiliency (Wheelen, 2017, P.197). 

So few analysts predicted the Soviet Union's collapse in the 1980s, but only a few years 

later after the fall of the' Berlin Wall ' key events started to unfold in a new era. However, as 

circumstances started to change major events became more and more predictable, some of these 

events tended to be pre-ordained when looking back, as well as difficult to see in retrospect. More 

specifically, some of these incidents profoundly impacted the oil & gas industry with unforeseen 

inequalities and catastrophic consequences for which nobody was prepared or expected. 

What happens next causes a large-scale economic crisis, compounded by the so-called' risk 

management model' of banks, which ultimately increases their risk exposure, as opposed to 

eliminating the risk, to the point where banks have become more fragile than ever before. 

Consequently, the danger is known to be the opportunity that will inevitably arise and the adverse 

event, giving fuel to the fact that the risk is inherent in the enterprise business environment. 
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Sixth, for example, the approach to corporate risk management decreases risk / return and 

the company's profile correctly reduces the chances of risk uncertainty at your doorstep. Yes, risks 

to be considered a growth opportunity when you optimize the company's value through innovation. 

You can also turn this negative into a positive if you offset the risk if you understand that you can 

not take a' silo' strategy to cope efficiently with the risk that never works and does not effectively 

manage the risk, but if you take advantage of the situation you can manage the risk more 

effectively. 

Sherwood (2013) also states that risk is a bad thing that happens to a company that can 

cause a major episode that could devalue the profitability, income, damage or loss of life of your 

organization. The risk manager is conscious that sometimes these occurrences are unexpected, a 

major natural disaster, or quite sometimes unpredictable. They can be internally caused by 

mistakes, misfortunes such as a poorly developed product. Failure to make good decisions about 

buying products, leasing real estate, bad operating decisions or poor financial skills, however, can 

harm the infrastructure, and assets can cause risk exposure due to poor communication, including 

failed product launches. 
 

2.0 Literature Outlook 

2.1 The Evolution of Corporate Risk Management 

Based on the core business sector, there are several concepts of risk and risk management. ISO 

Guide 73 describes risk as an "objective consequence of uncertainty." Risk management is 

described as "community, processes and systems aimed at managing potential opportunities and 

adverse effects effectively" (AS / NZS 4360:1999). Risk assessment is a calculation and rating 

method so that risk can be properly managed (Curtis et.al, 2012). Risk can be categorized as risk 

of strategic risk, organizational risk, financial risk, and risk of compliance. (Wei Li, this year). 

COSO recognizes that the goals of the organization are affected by four types of security threats, 

procedures, monitoring and compliance (COSO, 2004).  

Over time, the business concept of risk management revolves around the handling of 

financial-related uncertainties such as liquidity, interest rates, fluctuations in foreign exchange and 

credit risk.  Financial risks have now been highlighted as they are the most direct and significant 

impact on the bottom lines of the undertakings. The key functions of relevant managers who are 

tasked with addressing these financial risks are to formulate hedging strategies using financial 

derivatives such as future, forward, option, and swap contracts. 

In business, the risk game is changing rapidly.  Nearly everything has become a risk factor 

that has a strong, immediate, and far-reaching business impact.  Risks have also emerged, for 

example, from the operational side of business processes. These are as significant, if not more, as 

those from the financial side of business transactions, more often than not. Such threats range from 

anything like a meltdown of a device, human error or fraud, to a terrorist attack. Thus,  it  is  high  

time  to  incorporate  a  more  dynamic  approach  in corporate risk management, through ERM to 

heed the new challenges brought abought by the constant volatility in the industry. 

ERM can be effectively implemented by identifying the objectives for ERM, scope of 

ERM, organizational structure for ERM program and tools require to implement ERM. Basic ERM 

frame work comprise of company’s environment, infrastructure, process and execution (Talha, 

2014). Major ERM frameworks are COSO, ISO 31000 and GRC (Governance, risk, compliance). 

Common ERM implementation phases identified in different studies includes set strategy and 

integrate with risk, identify risks, assess risks, treat risk, control risk and communicate risks 

(William et. al, 2011; PMBOK5, 2016; Frigo et. al, 2009; Barbara et. Al, 2013). Effective 
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implementation of ERM in any organization is based on accurate selection of ERM frame work, 

identification of phases and steps requires for implementation, understand factors effecting the 

adoption and major challenges faced by companies during execution. ERM implementation phases 

should be in line with organizational characteristics, objective of company, need of stakeholder, 

comprehensive and dynamic (CIIA, 2012). 

 

2.2 Risk Management In Malaysia 

In March 2013, Bank Negara Malaysia (BNM) released guidance on risk governance (RG). The 

guideline is the final piece of the jigsaw in integrating the other guidelines for risk (market, credit, 

operational, liquidity) into a coherent system. This paper highlights some of the key principles of 

the RG guidelines. However, an ERM guideline for insurers has also been released by the 

Singapore regulator, and this article will illustrate some of the major similarities and differences 

between these two guidelines. 

The framework of the RG is principled and broadly descriptive, intended to apply to all 

financial institutions1. The focus on the RG framework is on the roles of the board and senior 

management to formulate and drive a positive risk culture, i.e. a top-down approach. This focuses 

on "applying sound corporate governance concepts to risk assessment and management to ensure 

that risk-taking practices comply with the capacity of an organization to sustain losses and its long-

term viability." 

While the guidance does not elaborate on "capacity to absorb capital losses," this is 

addressed in another guidance (Internal Capital Adequacy Assessment Process Guidelines for 

Insurers or "ICAAP"). As reflect the Enterprise Risk Management System for insurers in Malaysia, 

the RG must therefore be interpreted in accordance with the ICAAP. The key related principles 

are outlined below in the Guideline on Risk Governance. 

 It is necessary to establish the position of a Chief Risk Officer (CRO) or independent senior 

risk executive with a separate responsibility for the task of risk management. The 

individual must have appropriate prestige, authority and seniority to influence risk-based 

decision-making. The guideline emphasizes its independence and unimpeded access to the 

board and risk committee. As such, someone with relevant skills, experienced in risk 

disciplines, understands the business and has strong communication skills has to fill the 

role. 

 It is necessary to establish an autonomous risk management role, with sufficient resources 

and access to the board. The compliance function plays a role as an independent risk policy 

and procedures auditor in the ERM framework. Furthermore, in order to ensure 

independence, the relationship between compliance, internal audit and risk management 

functions must be clearly defined by the appropriate structure and reporting lines. 

 Actuarial expertise is cited to support the function of risk management. However, actuarial 

expertise in the function of risk management is not permitted to be directly responsible for 

other actuarial functions such as product development and design, investment and pricing 

to ensure independence. It is important to note that there is no mention of the valuation 

function. 

 The development of special purpose structures or vehicles (SPV) is defined as a potential 

source of risk if the board members and senior management do not properly understand its 

function and purpose. 
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2.3 Risk Management In Oil & Gas Sector 

It is noted that operational risk management is already in place in the oil & gas sector, but this 

functional or departmental risk management did not provide adequate and effective mitigation of 

risk. Several companies have now adopted an integrated approach with their current risk 

management frameworks and implement ERM. Casualty Actuarial Society (CAS) defines ERM 

as “the discipline by which an organization in any industry assesses, controls, exploits, finances, 

and monitors risks from all sources for the purpose of increasing the organization's short-and long-

term value to its stakeholders”. 

ERM tests and enhances risk management efficiency by providing stakeholders with 

knowledge of management skills in risk management (Beasley et al. 2006). ERM has been 

identified as one of the most important tools in organizational risk management and to ensure that 

mishaps are avoided to the best possible degree that is consistent with the priorities of 

organizations. Scientists have proposed a range of systems, such as the Business Risk Management 

System of COSO.  Traditional risk management framework, business risk management process of 

Arthur Anderson, etc., but although they differ in names, industries, areas, and regions, they all 

share a common theme of identifying, prioritizing, measuring, and risk management. The ERM 

system, however, provides organizations with key principles and definitions and clear guidance to 

address particular risks. 

The ERM Implementation Framework of Lai (2012) is more comprehensive in nature in 

defining the level of intensity, maturity and penetration of ERM practices compared to other ERM 

frameworks as it covers nearly all idiosyncratic risks. The newly proposed structure incorporates 

fourteen elements and seven areas of the concept of ERM, efficient risk and obligations 

communication, ERM theory, risk assessment and response, enforcement, risk quantification, and 

performance evaluation. 

Based on its strategic purpose, Shanmugan 2018 extended the Lai 2012 system to play a 

greater role in detecting and managing risks, and will significantly improve market performance 

in terms of productivity, capital cost, and shareholder value, which will be calculated using the 

Economic Value Added (EVA) methodology. For the first time in the Malaysian Oil and Gas 

Sector in 2018, this model was tested to identify its applicability in risk identification and business 

performance enhancement. 

 

2.4  Limitations of Current Risk Management In Oil & Gas Sector 

Risk management literature has sufficient discussion on factors effecting implementation of ERM 

in financial organizations. Four main factors that can effect ERM implementation are culture, 

process, structure, infrastructure. Nearly all literature identifies the importance of ownership from 

senior management.  Most of the studies highlight culture as prime factor for ERM 

implementation.  Another important success factor is development of ERM committee, as well as 

training of people about risk as a major success factor.  However, not much has available on ERM 

implementation in Oil & gas from management & strategic point of view. 

Sanmugam (2018) has proposed some ideas for future improvements in its performance 

assessment system for Enterprise Risk Management focused on Economic Value Added Analysis. 

In implementing the Enterprise Risk Management model, future research may concentrate on 

evaluating the impact of the implementation element in a quantitative and qualitative manner with 

regard to the variables on organizational performance under the Economic Value Added Analytical 

Model. 
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The structure suggested in this study consists of only the following elements: economic 

performance; operational risk; health, safety and danger to the environment; political risk; and 

market risk. These are the minimum rations to be met by the oil and gas companies in Malaysia 

because they are the best practices in Enterprise Risk Management. In terms of future study, more 

or different elements should be used so that this subject can be further discussed on how Economic 

Value Added Analysis of Enterprise Risk Management can have a positive impact on the 

enterprise. 

 In fact, presenting an extra statement is also welcomed as it is extremely possible to add 

value for both shareholders and creditors, not to mention a few other consumers of annual reports 

to make their decision.  To order for oil and gas companies to step beyond the oil and gas market, 

it is important to improve risk management with a strong risk culture to bring the company to the 

next level of preparedness to deal with the industry's volatility, uncertainty and complexity. 

William (2013) states that the role of ERM in oil & gas has taken on significant significance 

as it offers an integrated portfolio risk assessment and safety margin based on a holistic approach. 

Therefore, the current status of ERM in Pakistan's oil and gas sector needs to be reviewed; the 

factors affecting its implementation need to be established and the methods and strategies to match 

risk & strategy at the enterprise level in order to achieve a high overall efficiency. ERM's effect 

on agency success literature does not provide a very clear picture. Despite existing efforts to 

strengthen risk management implementation within the industry, the scope was still limited – 

finance-centric, functional and short term performance driven.  Therefore, this study aims to 

expand on Lai and Sanmugam to formulate a risk implementation framework with emphasis on 

resilience. 

 

3.0 Recommendation from Risk to Resilience  

The work proposed contributes to ERM implementation awareness in improving market resilience 

in Malaysia's oil and gas companies. This contribution will be significant as knowing the effects 

of implementation of ERM in Malaysia's oil and gas companies would help enhance business 

stability through sustainable business growth and value security. 

Taking into account the results in Malaysian oil and gas companies ' Enterprise Risk 

Management activities, some shortcomings were exposed through the conduct of this study. 

Therefore, a framework is proposed to guide Malaysia's oil and gas companies in the reporting and 

disclosure of risk management. The suggested structure is adapted by the Treadway Commission's 

Committee of Sponsoring Organizations (COSO) from the components of the risk management 

system. Organizations are recommended to have in their organisations an in-house department / 

committee for corporate risk management to define risk factors and priorities of corporate risk 

management. Additionally, the influence of risks must be identified, as this information is 

extremely useful to the shareholders in order to consider the likelihood of the prospect for their 

investments in oil and gas companies in Malaysia. 

 Enterprise Risk Management increases corporate performance in terms of capital cost, 

productivity, and shareholder value, and is considered a popular enterprise as a strategic tool. The 

research focused on Economic Value Added analysis based on clear calculation metrics in 

assessing business performance, as well as Enterprise Risk Management as a proxy for 

entrepreneurial resilience by sustainable business value. Oil and gas supply chains have become 

highly fragile in an integrated, unpredictable global economy. Disruptions— even minor delivery 

delays— can cause significant corporate financial losses and have a direct impact on the value of 

the shareholder. Globalization has made it more challenging to anticipate disruptions and manage 
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them when they happen. Potential disruption risks are often hidden, and it is not possible to 

understand the potential impacts. This often results in events of "black swan," which can only be 

understood after the fact. As author Nassim N. Taleb has warned, “Our world is dominated by the 

extreme, the unknown, and the very improbable ... while we spend our time engaged in small talk, 

focusing on the known and the repeated.” 

 

 
Figure 1 : Framework of ERM in Malaysia’s O&G 

 

Organizations are believed to need to strengthen how they cope with the complexities of 

the supply chain and unforeseen changes in order to thrive in the face of disruptive change. As 

organizations become more complex, they tend to become less resilient. Nevertheless, by 

recognizing their weaknesses in the supply chain and implementing unique skills to cope with 

disruptions, they can create resilience. We should try to emulate some of the behaviors seen in 

natural systems— tolerance for uncertainty, continuous adaptation, and utilization of destructive 

forces-created opportunities. 

The search for resilience was identified by authors Gary Hamel and Liisa Välikangas as 

achieving "zero trauma" a decade ago.9 Few corporate managers agree that zero trauma is a 

realistic goal today, but some now realize that resilience can be a significant success factor 

complementing their conventional risk management processes. We describe resilience as "an 

enterprise's ability to survive, adjust and expand in the face of tumultuous change." Practically 

speaking, resilience means enhancing the adaptability of global supply chains, collaborating with 

stakeholders and utilizing information technology to ensure sustainability, even in the face of 

severe disruptions. 

 A classic example of supply chain resilience occurred in 2000 when a major fire struck one 

of Nokia's main suppliers of cell phones in Finland. Nokia was able to secure alternative suppliers 

and adjust the device's design to enhance its sourcing options by quickly recognizing the problem. 

By comparison, Swedish multinational Ericsson, based on the same manufacturer, lost around 

$400 million in sales due to its slowness in crisis response and eventually left the cell phone 

business. 

 

4.0 Conclusion 
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In present complex and dynamic business environment, Enterprise risk management (ERM) plays 

a vital role. Most of the organizations have failed to understand the horizon of risk management 

against risk exposure. This results in unsatisfactory risk practices which in turns reduce 

performance of organization. By nature, a risk is unpredictable therefore more cautious companies 

give high importance to risk management to avoid unforeseen situations. Without proper risk 

management, organizations not only expose themselves against hazards but also their stakeholders, 

employees, customers and in some cases community suffer.  

Risk management implementation should not be silo-based or restricted to specific 

functions, but should encompass the scope and scale of the organization as a whole. ERM is a 

continuous process at the enterprise level, which can be used to classify all incidents that could 

have an effect on the objectives of an organization. ERM provides an opportunity to analyze 

specific risk profile and unexpected incidents that may impact organizational priorities and reduce 

performance as a result. The oil & gas industry plays a crucial role in the growth and economy of 

the country and is therefore of strategic importance not only at the level of the company but also 

at the level of the government. 

The preliminary indication of this conceptual study is that business resilience in 

operational, technical and process-related risks inherent in the oil & gas sector, if dealt with in 

isolation and not considered at a strategic level, may result in the failure of a complete organization 

affecting its resilience by creating and protecting sustainable value. Enterprise-wide risk 

management is therefore necessary to monitor and control the strategic impact of risks. This study 

is expected to show that Oil & Gas companies ' survival is highly dependent on integrated practices 

in risk management. 

Ultimately, today, the O&G industry is better equipped to handle risk exposure due to the 

increase in business software to provide them with technical support, which professional risk 

management should be aware of as the need for risk management grows in the boardroom. Sooner 

or later, risk management will be in the hands of administrators and AI. To put it simply, there will 

be less room for error and more scope for accurate forecasts. Because the move is moving towards 

AI as an alternative to humans, the oil industry should build revolutionary software as a method 

for controlling operational risk, market risk, and credit risk. 
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